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(57) ABSTRACT

An image forming apparatus to access a file server and a job
server connected to an internet via a local area network, and
issue a print request of a file managed by the file server,
includes a file server connection unit, a job server connection
unit, a token acquisition unit, a print request unit, and a print
unit. The file server connection unit connects with the file
server. The job server connection unit connects with the job
server. The token acquisition unit acquires a token associated
with connection with the image forming apparatus from the
job server connected by the job server connection unit. The
print request unit issues the print request for the file server
connected by the file server connection unit using the token
acquired by the token acquisition unit. The print unit prints
print data received from the job server connected by the job
server connection unit.

4 Claims, 7 Drawing Sheets
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IMAGE FORMING APPARATUS,
INFORMATION PROCESSING APPARATUS,
CONTROL METHOD THEREOEF, AND
STORAGE MEDIUM

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an information processing
apparatus capable of being accessed via a network, and an
image forming apparatus printing and outputting a file stored
in the information processing apparatus.

2. Description of the Related Art

In recent years, as a main stream, many image forming
apparatus has been operated as a multifunctional apparatus
having a plurality of functions for, for example, storing image
data and transmitting and receiving the image data via a
communication line such as a public line and a local area
network (LAN), in addition to a copy function for printing
and outputting image data read from an original. With the
multiple functions, the image forming apparatus accesses
from its operation unit a file stored in the information pro-
cessing apparatus capable of being accessed via an internet to
perform printing and outputting from the image forming
apparatus.

However, when the image forming apparatus outputs the
file stored in the information processing apparatus cable of
being accessed via the internet, the image forming apparatus
can scarcely acquire the file in a format that can appropriately
perform printing and outputting. Generally, the file is pro-
vided in a format that can be operated only by a specific
application program operated in the information processing
apparatus. Thus, it is assumed that, based on a print instruc-
tion from the specific application program, image data is
converted into a format that can be processed by the image
forming apparatus, which is to be a printing and outputting
target, using a program referred to as a printer driver, and then
transmitted to the image forming apparatus to be printed.

On the other hand, devices including mobile phones and
information terminals have been practically used that have a
lower performance of a central processing unit (CPU) and a
less memory loadage than those of the information process-
ing apparatus represented by conventional personal comput-
ers. A system has been realized in which such devices operate
the file stored in the information processing apparatus
capable of being accessed via the internet to instruct printing
and outputting.

In this case, it is not realistic for the mobile phone and the
information terminal to convert the file into a format that can
perform printing using the printer driver, considering perfor-
mance of hardware thereof. Thus, the information processing
apparatus is requested to convert the file into a format (print
data) that can be processed by the image forming apparatus
specified as the printing and outputting target, and transmit
the converted file to the image forming apparatus to allow the
image forming apparatus to perform printing and outputting.

Further, a local area network (LAN) and the internet are
connected to each other via the information processing appa-
ratus referred to as a firewall, and connection from the LAN to
the internet is allowed. On the other hand, by performing
control for, for example, refusing the connection from the
internet to the LAN, an unauthorized access from the internet
to the LAN is generally prevented.

It is also conceivable that, after a print request is issued by
the image forming apparatus to the information processing
apparatus connected to the internet, the file is similarly for-
warded to another information processing apparatus con-
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nected to the internet, and then converted into the format that
can be processed by the another image forming apparatus.
However, completion of the conversion processing cannot be
recognized by the image forming apparatus, which is a print
request source, and access from the information processing
apparatus storing the converted data to the image forming
apparatus is also refused by the above-described firewall. As
a method for solving such a problem, Japanese Patent Appli-
cation Laid-Open No. 2004-46601 discusses that the image
forming apparatus periodically connects to the information
processing apparatus, and if the print data for the image
forming apparatus is detected, the image forming apparatus
acquires the print data to print it.

However, if an interval of connection from the image form-
ing apparatus to the information processing apparatus is too
short, load of the information processing apparatus or the
network, which is a connection path, is increased. Further, if
the connection interval is long, or if a state continues where
the image forming apparatus cannot connect to the informa-
tion processing apparatus for a long hours due to saving
power or troubles, a great amount of print data is stored in the
information processing apparatus to tighten a storage region.
Furthermore, there is a problem in which when the image
forming apparatus can be connected to the information pro-
cessing apparatus after the image forming apparatus becomes
connectable, the print data is delivered all at once, and thus it
takes time until desired printing and outputting are performed
from the image forming apparatus.

SUMMARY OF THE INVENTION

The present invention is directed to, when a file stored in a
file server is printed, refusal of an unauthorized print request
and speedy transmission of print data corresponding to a state
of connection with an image forming apparatus, which is an
output destination of print.

According to an aspect of the present invention, an image
forming apparatus to access a file server and a job server
connected to an internet via a local area network, and issue a
print request of a file managed by the file server includes a file
server connection unit configured to connect with the file
server, a job server connection unit configured to connect
with the job server, a token acquisition unit configured to
acquire a token associated with connection with the image
forming apparatus from the job server connected by the job
server connection unit, a print request unit configured to issue
the print request for the file server connected by the file server
connection unit using the token acquired by the token acqui-
sition unit, and a print unit configured to print print data
received from the job server connected by the job server
connection unit.

Further features and aspects of the present invention will
become apparent from the following detailed description of
exemplary embodiments with reference to the attached draw-
ings.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in
and constitute a part of the specification, illustrate exemplary
embodiments, features, and aspects of the invention and,
together with the description, serve to explain the principles
of the invention.

FIG. 1 illustrates an example of a network configuration
according to an exemplary embodiment.
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FIG. 2 illustrates an example of a list of management
devices to be managed according to the exemplary embodi-
ment.

FIGS. 3A and 3B are flowcharts illustrating examples of
procedures of registration processing according to the exem-
plary embodiment.

FIG. 4 illustrates an example of a data format of processing
request transmitted to a job server.

FIG. 5 is a flowchart illustrating an example of print pro-
cessing.

FIG. 6 is a flowchart illustrating an example of processing
performed by a job server.

DESCRIPTION OF THE EMBODIMENTS

Various exemplary embodiments, features, and aspects of
the invention will be described in detail below with reference
to the drawings.

A first exemplary embodiment will be described. FIG. 1
illustrates an example of a network configuration including an
information processing apparatus and an image forming
apparatus. An image forming apparatus (multifunction
peripheral (MFP)) 101 is connected to a local area network
(LAN) 105, and can communicate with apparatuses con-
nected to an internet 106 via a firewall 104.

The information processing apparatuses including a file
server 102 and a job server 103 are connected to the internet
106. The firewall 104 allows connection from the LAN 105 to
the internet 106, on the other hand, the connection from the
internet 106 to the LAN 105 is refused to prevent the unau-
thorized access from the internet 106 to the LAN 105.

FIGS. 3A and 3B are flowcharts illustrating job server
registration processing performed by the MFP 101 and image
forming apparatus registration processing performed by the
job server 103 in the network configuration illustrated in FIG.
1. The job server registration processing is performed when
the MFP 101 uses the job server 103 for the first time.

In step S301, a control unit of the MFP 101 determines
whether the job server is previously specified by a manager.
When the job server is specified (YES in step S301), the
processing proceeds to step S304. When the job server is not
specified (NO in step S301), then in step S302, the job server
is searched. In step S303, it is determined whether the job
server is detected. When the job server is not detected (NO in
step S303), the job server registration processing is ended.
When the job server is detected (YES in step S303), then in
step S304, the MFP registration request is transmitted to the
job server.

FIG. 4 is an example of a data structure of a processing
request transmitted from the image forming apparatus to the
job server. FIG. 4 includes a request identification (ID) 401
indicating the MFP registration request, an image forming
apparatus identification number 402, and image forming
apparatus information 403.

In step S305, a response for the MFP registration request
returned from the job server is determined. When a negative
response is returned (NO in step S305), the job server regis-
tration processing is ended. When a positive response is
returned (YES in step S305), then in step S306, the job server
is registered as a connection destination into a non-volatile
storage medium such as hard disk (HDD), and the job server
registration processing is ended.

On the other hand, in step S311 illustrated in FIG. 3B, the
control unit of the job server 103 determines whether the job
server 103 that has received the MFP registration request
from the MFP 101 in step S304 has received the MFP regis-
tration request. When the job server 103 has not received the
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MEFP registration request (NO in step S311), the processing is
ended. When the job server 103 has received the MFP regis-
tration request (YES in step S311), then in step S312, an MFP
identification number is extracted from the MFP registration
request. In step S313, it is determined whether the value is
valid.

When it is determined that the value is invalid (NO in step
S313), then in step S317, the negative response is transmitted
to the MFP 101 and the MFP registration processing is ended.
When it is determined that the value is valid (YES in step
S313), then in step S314, MFP information 403 is extracted
from the MFP registration request. In step S313, validity
determination of the MFP identification number is performed
to allow the only MFP that has been previously approved, for
example, when the job server 103 is charged to use. In step
S315, the MFP identification number and the image forming
apparatus information are added to the list of the management
devices as a new row as illustrated in FIG. 2. In step S316, the
positive response is transmitted to the MFP 101, and the
registration processing is ended.

According to the above-described processing, return of the
positive response for the MFP registration request transmitted
from the MFP 101 to the job server 103 indicates that the
image forming apparatus is registered with the job server 103.
Therefore, information about connection to the job server
including an internet protocol (IP) address is recorded into the
non-volatile storage medium such as the HDD, and since
then, when connection information thereto is set, the image
forming apparatus is allowed to be connected to the job server
using the recorded information.

With reference to flowcharts illustrated in FIGS. 5 and 6,
print control processing in the network configuration includ-
ing the image forming apparatus and the information process-
ing apparatus as illustrated in FIG. 1 will be described her-
ebelow. FIG. 5 is the flowchart illustrating a procedure of
print request processing performed by the MFP 101. A case
will be described where an operator who desires to operate a
file stored in the file server 102 from the MFP 101 operates an
operation panel (not illustrated).

Upon an operation of the operation panel, the control unit
of'the MFP 101 performs file server connection (correspond-
ing to 108 illustrated in FIG. 1) for connecting to the file
server 102 using a hyper text transfer protocol (HTTP). Sub-
sequently, the file stored in the file server 102 is operated.
Upon an instruction from a web browser to specify and print
a specific file, in step S501, job server connection (corre-
sponding to 107 illustrated in FIG. 1) for connecting to the job
server 103 set by the above-described job server registration
processing is performed.

In step S502, a token (an identifier 201 associated with the
connection to the image forming apparatus) acquisition
request as illustrated with 404 and 405 in FIG. 4 is transmitted
to the job server 103. In step S503, the token to be transmitted
by the job server 103 is waited, and, when the token is
received, then in step S504, the print request including the
above-described token in which the job server 103 is specified
as an output destination is issued to the file server 102. In step
S505, the response from the file server 102 is waited.

In step S505, when the response is received (YES in step
S505), then in step S506, the connection to the file server 102
is cut. In step S507, it is determined whether the response
received in step S505 is the positive response. When the
response is not the positive response (NO in step S507), in
other words, when it is the negative response, the processing
is ended. When it is the positive response (YES in step S507),
then in step S508, it is determined whether the print job is
received from the job server 103. Since the MFP 101 is
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connected with the job server 103 in step S501, by monitoring
a connection port between the MFP 101 and the job server
103, transition of the print job from the job server 103 is
detected. In step S508, when the print job is received (YES in
step S508), then in step S509, the connection to the job server
103 is cut. In step S510, the print processing is performed on
the received print job to print and output content of the speci-
fied file from the MFP 101.

The processing performed by the file server 102 will be
described. The file server 102 transmits and receives the data
in the format such as the HTML and an extensible markup
language (XML) in HTTP processing performed between the
file server 102 and the web browser operated in the image
forming apparatus and the information processing apparatus
such as a personal computer (PC). With this arrangement,
operations including acquisition, writing, and deletion on the
file stored in the file server 102 are performed.

For example, the file server 102 that has received the print
request of the specific file from the web browser operated on
the pc transmits the specific file specified as the response for
the request. Thus, the web browser transfers the specific file to
the image forming apparatus to perform printing and output-
ting. According to the present exemplary embodiment, the
web browser is operated in the MFP 101, and the received
specific file is desired to be printed and output from the MFP
101, however, the MFP 101 cannot always appropriately pro-
cess the format of the specific file.

Therefore, in step S504 illustrated in FIG. 5, when the print
request is issued for the file server 102, the job server 103 is
specified as the output destination. With this specification, the
file server 102 that has received the print request does not
transmit the specified file to the MFP 101 as the response for
the print request but the MFP 101 connects to the job server
103, which is the output destination specified by the print
request (corresponding to 109 illustrated in FIG. 1). Together
with the token attached to the print request, the print request
including the specified file is transmitted. Subsequently, upon
the reception of the response for the print request from the job
server 103, the connection to the job server 103 is cut, and the
response received from the job server 103 is transmitted cor-
responding to connection with the MFP 101.

FIG. 6 is a flowchart illustrating a procedure of processing
performed by the control unit of the job server 103. In S601,
it is determined whether the received request is the print
request. When it is the print request (YES in step S601), then
in step S602, it is determined whether the format is normal.
When it is not normal (NO in step S602), then in step S604,
the negative response is returned to the print request source,
and the processing is ended.

The print request includes a request ID 406, a token 407,
and file data 408 to be printed as illustrated in FIG. 4. In step
S602, the request format is normal (YES in step S602), then
in step S603, it is determined whether the token received as a
part of the print request is valid. When it is not valid (NO in
step S603), then in step S604, the negative response is
returned, and the processing is ended.

In step S603, when it is determined that the token is valid
(YES in step S603), then in step S605, the positive response
is returned to the print request source. In step S606, the format
of the file received as the print request is converted into the
format that can be processed by the image forming apparatus
indicated with the token (selected with reference to a corre-
sponding format 202 of a row indicated with the token in the
management device list illustrated in FIG. 2) to generate the
print data. In step S607, the print data is transmitted to the
image forming apparatus via the connection port (corre-
sponding to an item of a connection port 203 illustrated in
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FIG. 2) indicated with the token in the management device list
illustrated in FIG. 2. In step S608, the token (corresponding to
an item of a token 204 illustrated in FIG. 2), the item of the
connection port 203, and an item of a waiting job 205 are
deleted from the management device list illustrated in FIG. 2,
and then the processing is ended.

On the other hand, in step S601, when the received request
is not the print request (NO in step S601), then in step S610,
it is determined whether the received request is the token
acquisition request. When it is the token acquisition request
(YES in step S610), then in step S611, the management
device list illustrated in FIG. 2 is referred to. It is determined
whether the request transmission source is the management
device depending on whether the MFP identification number
(corresponding to 405 illustrated in FIG. 4) included in the
token acquisition request is listed in the management device
list. When the request transmission source is not listed in the
management device list (NO in step S611), the processing
proceeds to step S604. When the request transmission source
is listed in the management device list (YES in step S611),
then in step S612, the token is generated. The generated token
is recorded with the item of the token 204 in the management
device list, and in step S613, the token is transmitted to the
image forming apparatus that is the request source. Subse-
quently, in step S614, the positive response is transmitted and
the processing is ended.

The MFP identification number for uniquely identifying
the image forming apparatus that is the request source is
combined with a port number, and the combined numbers
may be encoded using a hash function such as secure hash
algorithm (SHA) to be used as the token. In this case, a
validity check of the token in step S603 described above is
performed by searching the item of the token 204 in the
management device list illustrated in FIG. 2, and then by
depending on whether a row corresponding to the token is
included.

In step S610, when the received request is not the token
acquisition request (NO in step S610), then in step S615, it is
determined whether the received request is the print data
request. When it is not the print data request (NO in step
S615), then in step S618, it is determined whether the
received request is an apparatus registration request. When it
is not the apparatus registration request (NO in step S618),
then in step S604, the negative response is transmitted, and
the processing is ended. When it is the apparatus registration
request (YES in step S618), the processing from step S311 to
step S317 illustrated in FIG. 3B described above is per-
formed.

As described above, according to the present exemplary
embodiment, when the file on the file server connected to the
internet is printed, when it is difficult that the image forming
apparatus appropriately outputs the specified file, the job
server is previously connected. Subsequently, identification
data referred to as a token associated with the connection with
the image forming apparatus is received. The print request in
which the job server is specified as the output destination is
issued for the file server with the received token.

The file server that has received the print request is con-
nected with the job server specified as the output destination,
and then transmits the print request including the token and
the specified file. The job server that has received the print
request converts the specified file into the format that can be
processed by the image forming apparatus indicated with the
token to generate the print data. If the job server is connected
to the image forming apparatus, the job server transmits the
print data thereto. Subsequently, the image forming apparatus
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that has received the specified file outputs it onto a print
medium to acquire more appropriate print output.

A second exemplary embodiment will be described.
According to the first exemplary embodiment, if the MFP 101
is once connected with the job server 103 in step S501 illus-
trated in FIG. 5, a connection state is maintained after the
print data is received until the connection is cut. However,
after the token has been received in step S503, the connection
with the job server 103 may be once cut, and after a prede-
termined time elapses, the MFP 101 may be connected with
the job server 103 again at a regular interval, to acquire and
print the print data.

In this case, after a predetermined time elapses, the MFP
101 is connected with the job server 103 and requests the print
data with the token previously acquired, to perform the pro-
cessing from step S508 to step S510 illustrated in FIG. 5.

On the other hand, the processing performed by the job
server 103 determines whether the connection is continued
with reference to the item of the connection port 203 in a row
indicated with the token in the management device list illus-
trated in FIG. 2 after the print data has been generated in step
S606 illustrated in FIG. 6. When the connection is not con-
tinued (corresponding to a case where the item of the connec-
tion port 203 is blank), the ID associated with a storage
location of the generated print data is set for the item of the
waiting job 205 in the management device list illustrated in
FIG. 2, and the processing is ended.

Further, in step S615, it is determined whether the received
request is the print data request. When it is the print data
request (YES in step S615), thenin step S616, it is determined
whether the token included in the print data request is valid.
When the token is invalid (NO in step S616), then in step
S604, the negative response is transmitted, and the processing
is ended. When the token is valid (YES in step S616), then in
step S617, the print data (specified by the item of the waiting
job 205) associated with the MFP indicated with the token is
transmitted, and the processing is ended.

As described above, according to the present exemplary
embodiment, it can be prevented that unnecessary connection
is continued to disturb other connections. Further, when the
MEFP 101 is connected with the job server 103 again, a trans-
mission request for invalid print data can be eliminated by
transmitting the token previously received with the data
request.

A third exemplary embodiment will be described. Accord-
ing to the second exemplary embodiment, since the print data
is held in the job server 103 for a certain period, the print data
can be illegally acquired by the unauthorized access via the
internet. To address this problem, after the token is generated
based on the request from the MFP 101 in step S612 illus-
trated in FIG. 6, the token is encrypted (hereafter, referred to
as encrypted token) using a public key of the MFP 101, and in
step S613, the encrypted token is returned to the MFP 101.

Since the encrypted token can be decrypted only with a
secret key of the MFP 101, only the job server 103 generating
the token and the MFP 101 owing the secret key can access
the encrypted token. By using this system, after the print data
has been generated in step S606 illustrated in FIG. 6 by the job
server 103, the print data is encrypted (hereinafter, referred to
encrypted print data) using the token as the key.

If the connection is continued, the encrypted print data is
transmitted instantly. If the connection is cut, the encrypted
print data is transmitted when the MFP 101 is connected. The
MEFP 101 that has received the encrypted print data decrypts
the encrypted token with its own secret key previously
acquired to extract the token. Since the encrypted print data is
encrypted using the token as the key, the encrypted print data
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8
is decrypted using the token to acquire the print data. The
public key of the MFP 101 may be acquired with MFP char-
acteristics information in step S314 by the MFP registration
processing as illustrated in FIGS. 3A and 3B.

As described above, according to the present exemplary
embodiment, the print data is encrypted using the token. The
token itself is encrypted with the public key of the image
forming apparatus, which is the request source, for its use,
thereby preventing content from being revealed even when
the print data is illegally acquired.

Other Embodiments

Aspects of the present invention can also be realized by a
computer of a system or apparatus (or devices such as a CPU
or MPU) that reads out and executes a program recorded on a
memory device to perform the functions of the above-de-
scribed embodiments, and by a method, the steps of which are
performed by a computer of a system or apparatus by, for
example, reading out and executing a program recorded on a
memory device to perform the functions of the above-de-
scribed embodiments. For this purpose, the program is pro-
vided to the computer for example via a network or from a
recording medium of various types serving as the memory
device (e.g., computer-readable medium). In such a case, the
system or apparatus, and the recording medium where the
program is stored, are included as being within the scope of
the present invention. In an example, a computer-readable
storage medium may store a program that causes an image
forming apparatus to perform a method described herein. In
another example, a central processing unit (CPU) may be
configured to control at least one unit utilized in a method or
apparatus described herein.

While the present invention has been described with refer-
ence to exemplary embodiments, it is to be understood that
the invention is not limited to the disclosed exemplary
embodiments. The scope of the following claims is to be
accorded the broadest interpretation so as to encompass all
modifications, equivalent structures, and functions.

This application claims priority from Japanese Patent
Application No. 2011-129533 filed Jun. 9, 2011, which is
hereby incorporated by reference herein in its entirety.

What is claimed is:

1. A printing system comprising:

a printing apparatus;

a file server which stores a file; and

a job server,

wherein the printing apparatus includes

a token acquisition unit configured to acquire a token for
indicating the printing apparatus and a connection port
of the printing apparatus from the job server, and

a print request transmitting unit configured to transmit, to
the file server, a print request for the file stored by the file
server and the token acquired by the token acquisition
unit,

wherein the file server includes

a print request receiving unit configured to receive, from
the printing apparatus, the print request and the token
which are transmitted by the print request transmitting
unit, and

a file transmitting unit configured to transmit, to the job
server, the file corresponding to the print request which
is received by the print request receiving unit and the
token which is received by the print request receiving
unit,
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wherein the job server includes

a file receiving unit configured to receive, from the file
server, the file and the token which are transmitted by the
file transmitting unit,

a determining unit configured to determine whether the
token is valid,

a converting unit configured to convert the file to print data
which is able to be processed by the printing apparatus,
and

a print data transmitting unit configured to transmit, to the
printing apparatus, the print data converted by the con-
verting unit in a case where the determining unit deter-
mines that the token is valid,

wherein the printing apparatus further includes

a print data receiving unit configured to receive, from the
job server, the print data via the connection port indi-
cated by the token, and

a print unit configured to perform printing based on the
print data received by the print data receiving unit.

2. The printing system according to claim 1, wherein the
printing apparatus is configured to maintain a state of con-
nection with the job server until the print data receiving unit
receives the print data.

3. The printing system according to claim 1, wherein the
print request specifies the job server as an output destination.

4. A control method for a printing system comprising a
printing apparatus, a file server which stores a file, and, a job
server, the control method comprising:
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acquiring, by the printing apparatus, a token for indicating
the printing apparatus and a connection port of the print-
ing apparatus from the job server;

transmitting, to the file server from the printing apparatus,
aprint request for the file stored by the file server and the
acquired token;

receiving, from the printing apparatus by the file server, the
print request and the token which are transmitted;

transmitting, to the job server from the file server, the file
corresponding to the print request which is received by
the print request receiving unit and the token which is
received by the print request receiving unit;

receiving, from the file server by the job server, the file and
the token which are transmitted;

determining, by the job server, whether the token is valid;

converting, by the job server, the file to print data which is
able to be processed by the printing apparatus;

transmitting, to the printing apparatus from the job server,
the converted print data in a case where it is determined
that the token is valid;

receiving, from the job server by the printing apparatus, the
print data via the connection port indicated by the token;
and

performing printing, by the printing apparatus, based on
the print data received by the printing apparatus.
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